To: Bay Area UASI Approval Authority
From: Janell Myhre, UASI Regional Program Manager
Date: September 10, 2020

Re: Item 07: Cyber Incident Regional Response Framework and Tiered Training Project Update

Staff Recommendations:

No recommendation

Action or Discussion Items:

Discussion

Background:

Two regional Cyber Security projects were approved for funding in 2018 and 2019. The Cyber
Resilience Work Group provided project oversight for both projects. The two cyber resilience projects
ran concurrently to ensure both projects benefited mutually from regional surveys and stakeholder
networking.

The Cyber Incident Regional Response Framework Planning Project goals were to address planning
gaps and reporting protocols by developing a regional cyber incident response framework plan and
toolkit to build cyber readiness within the Bay Area region.

The Cyber Tiered Training Project goals were to deliver a targeted cybersecurity training curriculum
to public agencies end users, administrators, and executive management to protect against data
breaches of sensitive systems.

Discussion:
Cyndi Mellen from Cadmus will present an overview of the Cyber Incident Response Framework

planning project overview (see Appendix A). Beth McAteer from Nusura will present an overview of
the Cyber Security Tiered Training project (see Appendix B).
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