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Purpose:

The purpose of this project is to create a robust,
comprehensive, and customizable cybersecurity
training curriculum that will help improve an
organization’s cybersecurity posture.



Provide

Provide training
approach and
training courses to
educate end users
on the importance
of being the first line
of defense in
preventing a cyber-
breach.

Project Goals

Build upon past UASI
cyber security
trainings to educate
IT administrators
and operators to
better identify,
respond to, and
remediate current
complex
cyberattacks.

Educate

Educate executive
management on
their leadership role
in creating a culture
of cyber resiliency
within their
organization and
inform them of their
own unigue
vulnerabilities.



Project Objectives

Objective 1 Objective 2 Objective 3

Provide security Provide classroom-based Provide peer-to-
awareness training or online based training peer information
licenses phishing licenses opportunities for IT exchange and networking
for end users. administrators. opportunities to

executive management.



Training Update

Survey distributed to identify cyber
training courses on a tiered basis

Developed cyber training course
matrix with Emergency
Management, IT and Executive level
tracks with 88 courses identified

Coordinating with the Training and
Exercise Program to register courses
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Next Steps

Scheduling training courses selected in cooperation with the T&E
Program

* AwareGo

e SANS Online Technical Training — SEC588 Cloud Penetration
Testing

Resilient Accord — Executing Continuity Plans for Cyber
Incidents

Stanford XAC522 — Cyber Security and Executive Strategy
Equipping and Behavior Changing Cyber Awareness
Introduction to Cyber Risk Management




Project Communications

Janell Myre

Regional Program Manager
Bay Area UASI
Janell.myhre@sfgov.org
415 -760-1500

Alison Yakabe

Lead Cyber Analyst
Northern California Regional Intelligence Center (NCRIC)
415-470-3628
ayakabe@ncric.ca.gov
Beth McAteer

Nusura Project Manager

Beth.mcateer@nusura.com
717-202-9181
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