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UASI Cybersecurity Framework Planning Project

The Bay Area UASI Cybersecurity Framework Planning Project will
provide cybersecurity tools, processes, and training to build local
capabilities and enable jurisdictions to better prepare for, respond
to, and recover from a cyber attack through the following:

Cybersecurity Preparedness Survey January 2020
Evaluation of Cgr.rent Plans and January 2020
Policies
Cybersecurity Workshop and
Facilitated Discussion February 2020
Cyber Toolkit July 2020
Regional Cyber Incident Response September 2020

Framework (forthcoming)



Cyber Toolkit

Resource Purpose

Highlights the contents of the Cyber Toolkit and
indicates relationships between documents and
planning elements

Cyber Toolkit
Executive Summary

Technology Identifies priorities, strategies, and resources
— Recovery Plan that your organization/jurisdiction can use
= o Template when recovering from cyber incidents

Provides the guidance and structure needed to
develop an actionable plan to rapidly
implement in response to an actual or
suspected cyber incident

Cyber Incident
Response Plan
Template

These resources, along with the cyber toolkit workshop
presentation and slides, are available on the UASI Website!



http://bayareauasi.org/CyberSecurityResponseandRecoveryPlanning

Regional Cyber Incident Response Framework

Purpose: To assist organizations/jurisdictions within the Bay Area to
strengthen their cyber incident response capabilities and region-
wide coordination

Streng‘the‘n [ Er-lgage - Cm_.mtv- Build Region-wide
'g_‘r Organizational/Local er wide/Operational Cvber Incident
X | Cyber Incident Response 'n. Area Cyber Incident ¥

Capabilities Response Efforts

Response Capacity

Determine Your Cyber
Preparedness

Document County-wide
Cyber Capabilities

Determine How to
Implement Cyber Mutual
Aid in the Bay Area Region

Begin, Update, or Maintain
Cyber Planning

Discuss Establishing Cyber
Incident Response Teams

Coordinate Cyber Incident
Response Teams Region-
wide

Determine Partnerships,
Resources, and Services
MNeeded

Determine How to
Establish Cyber Mutual Aid
Within the County

Update the Region-wide
Cybersecurity Incident
Response Framework
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