To: Bay Area UASI Approval Authority

From: Corey Reynolds, Regional Project Manager, Bay Area UASI
Alison Yakabe, Lead Cyber Analyst, NCRIC

Date: May 10, 2018
Re: Item 6: Cybersecurity Program Update

Staff Recommendation:

No recommendation

Action or Discussion ltems:

Discussion

Background:

The Northern California Regional Intelligence Center (NCRIC) Cyber Security Program was
established in August 2013. Over the years, the program has provided cyber training to public and
private sector end users; collaborated with state and federal partners on current cyber trends, tactics
and strategies; and provided on-site vulnerability/risk assessments and network monitoring to
UASI stakeholders and partners.

In 2016, the Bay Area UASI Management Team, in partnership with the NCRIC, established the
Regional Cyber Resilience Workgroup with an aim of coordinating and building regional
capabilities in detecting malicious cyber activity, conducting technical counter-measures against
existing and emerging cyber-based threats, and quickly recovering from cyber-attacks.

Discussion:

Regional Project Manager Corey Reynolds will provide an update on these cybersecurity efforts.
The attached Appendix A is an accompanying PowerPoint presentation.

Lead Cyber Analyst Alison Yakabe will then present a report out on the notable accomplishments

made by the NCRIC Cyber Security Unit. The attached Appendix B is an accompanying
PowerPoint presentation.
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