Application

08205 - FY19 Bay Area UASI
08664 - Regional Cybersecurity Framework Planning

UASI Grant Program

Status:

Submitted Date:

Under Review

10/12/2018 4:14 PM

Project Lead
Name:*

Title:
Work Email:

Work Address:

Phone:*

What Program Area are you interested in?

Ms. Alison Yakabe

Salutation First Name Middle Name Last Name
Lead Cyber Analyst
ayakabe@ncric.ca.gov

450 Golden Gate Ave.

San Francisco California 94102

City State/Province Postal Code/Zip
415-470-3628 4703628

Phone Ext.

Organization Information
Organization Name:

Organization Type:

Organization Website:

Address:

San Mateo County Sheriff's Office
Government

www.smcsheriff.org

400 County Center

3rd Floor



Phone:*

Fax:

94063

Postal Code/Zip

Redwood City California

City State/Province

650-363-4790

Ext.

650-363-1868

If you are unsure of your agency's DUNS number please contact your finance department.

DUNS Number

009159190

Funding Categories

Please select the appropriate funding category for your project:

Please describe how your project will benefit three or more hubs
in a equitable manner?

This field is limited to 500 characters.

Regional

With oversight by the UASI?s Cyber Resilience
Workgroup this project will provide a regional cyber
resilience framework that will help strengthen the
Bay Area?s cybersecurity posture. The Cyber
Resilience Workgroup consists of CISOs and IT
professionals from the north, south, east and west
bay.

Project Description
Select a goal:
Select a Core Capability:

Select a nexus to terrorism: This project will enhance regional
capacity to:

Select all that apply

Describe the nexus to terrorism in detail:

300 Characters Maximum

Goal 3: Cybersecurity
Cybersecurity

Protect Against Terrorist Attacks, Mitigate Effects of Terrorist
Attacks, Respond to Terrorist Attacks

In 2018 the US government assessed that Terrorist
groups will continue to use the Internet to organize,
recruit, spread propaganda, raise funds, collect
intelligence, inspire action by followers, and
coordinate operations. Cyber resilience can
mitigate these potentially catastrophic attacks.



This project will identify gaps and needs and
strengthen cyber capabilities. This project will have
a special focus on incident response capabilities

but will also address planning gaps, risks, current
Project Summary- Provide a brief description of your project: For

planning projects include a final deliverable. threats, reporting prOtOCOIS and overall Cyber

readiness within the region. The final deliverable
will be a regional framework that is aligned with
federal NIST standards, Critical Controls, and other
best practices.

This field is limited to 750 characters.

For equipment projects, please provide an inventory of the

. . NA
requested item currently used in the county:

Compliance Requirements

Sole Source Approval

This project will require Sole Source Approval

Sole Source Request Form

Enviromental and Historic Preservation Request

Required for:

This project will require an Environmental & Historic Preservation
Form

Enviromental and Historic Preservation Screening Form


http://www.bayareauasi.org/sites/default/files/resources/Request%20for%20Noncompetitive%20Procurement%20Authorization%202017.doc
http://bayareauasi.org/node/789

Watercraft Projects
If project includes purchase of watercraft or watercraft equipment

the California Office of Emergency Services (CalOES) has a seperate request form to complete.

This project will require a Watercraft Request Form

Watercraft Request Form

Aviation Projects
If project includes the purchase of aircraft or aviation equipment

the California Office of Emergency Services (CalOES) has a seperate request form to complete.

This project will require an Aviation Request Form

Aviation Request Form

Establish/ Enhance Emergency Operations Center (EOC)
If project includes establishing or enhancing an Emergency Operations Center

the California Office of Emergency Services (CalOES) has a seperate request form to complete.

This project will require an Emergency Operations Center
Request Form

Establish/ Enhance Emergency Operations Center Request Form

Performance bonds

Required for:

This project will require a Performance Bond


http://www.bayareauasi.org/sites/default/files/resources/Watercraft%20Request%20Form%20071113%20REVISED.doc
http://www.bayareauasi.org/sites/default/files/resources/Aviation%20Request%20Form%20071113.doc
http://www.bayareauasi.org/sites/default/files/resources/EOC%20Request%20Form%20071113.doc

Personnel Declaration

If project includes hiring personnel, this field is required.

This project will require grant funded personnel (no supplanting)

Project Timeline

) 01/01/2020 12/31/2020
Project Dates*
Project Start Date Project End Date
Milestones
Milestone Please Describe Estimated Completion Date
(PLANNING) RFQ Release 11/30/2019
(PLANNING) Contract Award 01/31/2020

(PLANNING) Conduct
Risk/Gap Analysis or Other 02/28/2020
Planning meetings

(PLANNING) Conduct Review

04/30/2020
Process
(PLANNING) Draft Plan 05/31/2020
(PLANNING) Revise and

06/30/2020
Complete Plan
(PLANNING) Implement Plan 08/30/2020
PLANNING) Submit summa
( ) Submit summary 12/31/2020

of activities

Equipment
Select a category
of FEMA Select the ) .
. . Quantity Price Each Total
Authorized appropriate AEL #
Equipment
$0.00 $0.00



Planning

Category Planning Total

Planning $300,000.00

Organization

Category Organization Total
Organizations $0.00
. ______________________________________________________________________________________________________________________________________________________|
Equipment
Category Equipment Total
Equipment $0.00
. ______________________________________________________________________________________________________________________________________________________|
Training
Category Training Total
Training $0.00
. ______________________________________________________________________________________________________________________________________________________|
Exercise
Category Exercises Total
Exercise $0.00
. ______________________________________________________________________________________________________________________________________________________|
Total
Total Project Cost $300,000.00

Technical Assistance Program

For more information on the Bay Area UASI Technical Assistance Program click HERE to register.

Would you like an UASI project manager to contact you regarding

. . No
our Technical Assistance Program?


http://www.bayareauasi.org/taprogram

